Critical infrastructure play an important role in functioning of industries and communities and also responding against natural disasters to reduce their impacts (i.e., routes and bridges for evacuation and public buildings for sheltering). Due to global warming, there is an increase in the frequency of extreme weather events which pose a high risk of functional and structural failure of critical infrastructure. Recent natural disasters (i.e., Hurricane Katrina, 2008 Midwest Flood, etc.) have exposed the vulnerability of critical infrastructure in the U.S. Therefore, it is important for the emergency-related agencies to identify and fortify the vulnerable critical infrastructure ahead of time to significantly reduce the potential damage due to floods. In this paper a decision support system (DSS) using Bayesian Network theory and System Dynamics Simulation method is presented for vulnerability assessment of critical infrastructure. This DSS has been developed to support emergency agencies and industries to prepare customized mitigation strategies and plans for preparedness, response, and recovery using the criticality and vulnerability analyses.
Previous Research of Natural Disaster Impact Analysis
Since critical infrastructure play significant roles during the occurrence of natural disasters, preparedness and mitigation strategies should include identifying and fortifying vulnerable infrastructure based on their interrelationship with the associated industries and communities. In previous research conducted by the authors this interrelationship has been defined through a basic cell model (Fig 1) . However, the inter-relationships that emphasized is mainly focused on technical issues, such as critical infrastructure affected by floods, level of inter-relationship, and industrial distribution in the affected areas. However, to understand the interrelationship between critical infrastructure, industries, and communities, it is important to define their relationships and impacts considering various economic, social and technical factors. Economic Impacts: Burrus et al. (2002) have used full-day 
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Figure 1: Disaster Impact Mechanism (Basic Cell Model) equivalents lost (FDEL) as a metric for measuring the cumulative impact of frequent business interruption in low-intensity hurricane regions. Whereas, Lian et al. (2007) applied mathematical methods to measure the impact on companies through their input-output (I-O) exchange of goods and services. The model analyzed the interdependency among the industry sectors of the economy and the indirect ripple effects of initial perturbations to the critical infrastructure systems. Rose et al. (2007) also established economic factors to measure the impact of natural disasters focusing on regional economics that are highly dependent on electricity. Computable general equilibrium (CGE) simulation method was applied using factors such as output loss of downstream/upstream customers/suppliers, output loss to all firms from decreased customers, etc. Most of these models are complex and time consuming and combine economic and engineering data along with time based information to generate results (Mantell 2005 , Moteff et al. 2003 . Hence models that could give quick input-output results providing with an upper end of total loss are most beneficial to emergency response decision making team as they would provide an extent of disaster effects over a region in a short period of time. Social Impacts: Current research methods can gauge economic gains and losses but are unable to capture the degraded life quality after the floods (Tapsell et al. 2002) .
With an increase in socioeconomic losses due to natural disasters more emphasis is being placed on improved risk management strategies that consider both social as well as monetary loss (Munich-Re 2007) . They have developed a Social Flood Vulnerability Index (SFVI) consisting of three social characteristics and four financial-deprivation indicators to measure the impact of floods on communities. Lindell and Prater (2003) illustrated the relationship of physical and social impacts of natural disasters on communities and emphasize the need for research to identify social and economic characteristics of communities such as type of commercial, industrial or agricultural business, skilled or unskilled workers, etc. and demographic factors such as age, gender, low-income employees, etc. This will help in anticipating the needs beforehand and effective disaster response can be initiated. However, these models do not capture the social and economic impacts caused by failure of infrastructure interrelationships. Technical Impacts: Rinaldi et al. (2001) observed interdependencies among infrastructure and their importance and influence over functioning of industries. They have provided with a conceptual framework which shows a broad range of interrelated factors and system conditions using "six dimensions" such as infrastructure characteristics, state of operations, types of interdependencies, environment, coupling and response behavior, and type of failure. Chang et al. (2002) provided a loss-estimation decision framework based on Monte Carlo simulation. In addition, Chang (2003) pointed out the significant fact that loss of critical infrastructure, such as electric power, water, transportation, and other lifeline infrastructure systems can have far-reaching societal impacts. Based on this analysis, McDaniels et al. (2007) further characterized infrastructure failure interdependencies in terms of the sectors affected and the consequences for society. In addition, Simpson et al. (2005) have proposed a framework to measure resiliency of community against the risks of multiple hazards using fragility curves at building and infrastructure network level.
These achievements of various researchers have been a foundation to develop a new framework, which was suggested by . They introduced a disaster impact analysis model based on inter-relationships of critical infrastructure and associated industries/communities and measured the magnitude of natural disaster impacts on communities and industries. The key components of this framework are vulnerable infrastructure (which are likely to be affected by a natural disaster), the main industries and communities in the affected area, and their varied inter-relationships. Besides, FEMA (the Federal Emergency Management Agency) has developed a GIS-based tool, Hazus-MH as an emergency management tool, to estimate the loss due to disaster impacts on communities. This model has a merit of visualization of the disaster area, however, it also has a shortcoming not to simulate the changeable conditions according to the timeline of a flood. For example, as the flood water rises, the conditions of main routes may change and some of them would fail to sustain their original purpose (i.e., transportation). Thus, experts may not be able to establish safe routes to reach and evacuate isolated people at the right time during a flood. In addition, most previous research focus on the response stages of 'mitigation strategies' and 'recovery after disaster' for communities. As a result, there may not be any support for disaster response during the disaster. Therefore, there is a need for a support system that can identify critical infrastructure for quick response and recovery such as evacuation, functioning and sustenance of communities and industries as well as identify critical vulnerable infrastructure for long term mitigation and rehabilitation strategies. The current paper has addressed these needs with respect to flood disaster.
Research Objectives
Therefore, the general objective of this research is to develop a decision support system for identifying region specific disaster mitigation strategies based on the interrelationships between infrastructure and communities and associated industries in terms of technical, social, and economic dependencies. The model should be able to facilitate the decision making of the local emergency agencies and industries in developing better plans and strategies to maximize the use of available resources and infrastructure for sustaining the community and industrial activities during natural calamities. Where, the inter-relationships are identified in terms of the dependency of communities and associated industries on critical infrastructure.
Framework of Decision Support System
Plans and mitigation strategies for reducing the impacts are important at a wide-range of levels in terms of communities, industries, local and federal governments, etc. Thus, various entities, such as city managers, emergency management agencies, industrial experts, and community leaders, should be able to generate plans and mitigation strategies according to their purposes after data collection is complete. The information they need will be similar and can be derived based on the analyses of the collected data. For example, the purpose of disaster preparedness for a city manager and emergency managers in industries would be to identify vulnerable critical infrastructure from their view points. Thus, the information that should be identified for developing the mitigation plans and strategies includes:
• Identification of critical infrastructure for protecting or sustaining industries and communities in terms of the technical, social, and economic aspects (criticality) • Identification of vulnerable infrastructure or vulnerable parts and sections of the critical infrastructure (vulnerability) • Impacts on industries and communities if vulnerable infrastructure fail during a disaster (severity or level of impact).
• Mitigation plans to protect industries and communities or reduce the impacts. Criticality implies, for example, how much a company is dependent on critical infrastructure in terms of its business activities. Vulnerability addresses the threats or potential hazards to industries or communities in disaster situations and can vary according to the condition of infrastructure. Severity implies the extent of damage or impact when a disaster occurs in communities or near industries (Oh et al. 2009a (Oh et al. , 2009b (Oh et al. , and 2009c . Thus, criticality, vulnerability, and severity can be key metrics for the framework of the decision support system to understand how critical infrastructure, industries, and communities are inter-related in terms of the impacts of natural disasters and how the natural impact can be measured.
Data Collection
Data collection efforts included survey questionnaires, interviews, and siteinvestigations. 65 complete survey questionnaires were collected from the affected areas in the Midwest area focusing social and economic data from residents. 19 interviews were conducted to collect technical, social, and economic data from affected communities as well as experts who were responsible to operate and maintain the critical infrastructure in the affected areas. Industrial experts were also interviewed to obtain information about the critical facilities and infrastructure to sustain their functions and services. This data collection effort was successfully conducted with support from NSF through a NSF SGER project that aimed to collect ephemeral data due to the 2008 Midwest floods. During the NSF SGER project, authors focused on critical infrastructure and the impacts on associated industries and communities through damaged critical infrastructure. Timing of data collection was very important for ephemeral data; however, it was also true that most relevant data was obtained from interviews and survey questionnaires due to limited accessibility to the affected areas at the occurrence of floods. Case Study: The example illustrated below has been developed using a case study conducted for Diamond V during the NSF SGER study. Diamond V is a feed ingredient supplier in Cedar Rapids, Iowa that provides natural yeast culture products. Figure 2 illustrates Diamond V as a node with all interrelated infrastructure. It falls under the zone of influence of several adjacent critical infrastructure as shown in Figure 2 .
Criticality Assessment
Criticality is the dependency of a community or an industry on a critical infrastructure in terms of their daily routine activities and it is important to measure the level of criticality (inter-relationship) between critical infrastructure, industries and communities. The level of dependency needs to be established by the community or industry since they understand best the role played by a particular infrastructure in their environment with respect to technical, social, and economic aspects. Thus, based on zone of influence analysis the users can determine the criticality of each infrastructure (Fig. 2) . For example, Zone of Influence of Levee Section A covers the entire area of west side of the river including Diamond V, I-380 exit 19B, etc. In addition, the level of dependencies can be established through interviews and the final level of criticality (LoC) can be calculated using the decision tree analysis ). Finally, the network structure (or zone of influence of inter-relationships) that illustrates all the inter-relationships and the level of criticality (LoC) can be represented as shown in Figure 2 (For the details of Criticality assessment, please, refer to .
Vulnerability Assessment
The purpose of vulnerability assessment is to provide emergency-agencies and associated individuals appropriate information for preparing better mitigation strategies from a long-term perspective. It is also very important for them to facilitate their activities regarding the use of temporary methods/tools for mitigating the impact in time and the responses (i.e., evacuation, search and rescue, protecting infrastructure, etc.) during the occurrence of floods. Therefore, the vulnerability assessment should provide the level of vulnerability for each infrastructure based on the varied timeline (long-term and just before/during/after) of the flood. For example, if it is successful to predict the level of vulnerability of an infrastructure as a flood develops, it will be easy for them to react against the flood to mitigate the potential damage that the infrastructure may cause. However, measuring the level of vulnerability is complicated due to unpredictability of flood events and the characteristics of infrastructure. During a flood, critical infrastructure such as levees and bridges are likely to be affected in the primary impact stage. Whereas, in the secondary stage, other adjacent (or indirectly inter-related) infrastructure will be affected by the damaged infrastructure as well as the flood water . Thus, the level of vulnerability will vary according to the impact stages and the type of infrastructure. For determining the level of vulnerability, two types of information are important: probability of failure (or inundation) of each component (critical infrastructure, associated industries, and communities) due to a flood; and the extent of potential damage to them. It is noticeable that the probabilities of failure of the infrastructure are linked (or chained). For example, the probability of inundation of a road near a
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Construction Research Congress 2010 Downloaded from ascelibrary.org by SERIALS UNIT on 10/17/13. Copyright ASCE. For personal use only; all rights reserved. levee section depends on the probability of overflowing of the levee section. That is, if the probability of levee failure increases, then, the probability of failure of the road also increases. This conditional probability indicates the probable state of a variable that is dependent on the state of another variable. Bayesian Network for Calculating Probabilities of Failure: A Bayesian network (or a Bayesian belief network) therefore can be applied to calculate the probability of failure for each component (i.e., infrastructure, industry, and community). The Bayesian network consists of nodes that are connected with directional arrows that represent conditional dependence relationships between those nodes. Bayes' theorem is used to recalculate the probability about the state of a node depending on the evidence introduced for another node in the Bayesian network (Jensen 1996 , McCabe et al. 1998 , and Bayraktar 2006 . There are several software packages available to facilitate modeling using Bayesian networks. Figure 3 illustrates an example of Bayesian network using the network structure of Diamond V (refer to Fig. 2) . The model described in this paper is created using GeNIe 2.0, a free software provided by the Decision Systems Laboratory of the University of Pittsburgh (http://dsl.sis.pitt.edu). The figure shows three types of nodes: prior nodes of input probability (LFO (the likelihood of flood occurrence), SOGR (the State of Good Repair), and TC (Topographical Condition)), intermediate nodes of infrastructure (levee sections, roads (streets and avenues), bridges, and a power plant), and the end node (Diamond V)). The probability of failure (or flood) of Diamond V is affected by the prior probabilities from the adjacent infrastructure. Thus, its probability can be calculated by Bayes' Theorem using all prior probabilities from infrastructure as shown in Figure 3 . In order to simulate the probability of failure for each component, i.e., infrastructure, industries, and communities, System Dynamics can be used. Simulation based on System Dynamics: System Dynamics Simulation method has been used to simulate the vulnerability assessment of critical infrastructure, associated industries, and communities. The characteristics of the vulnerability assessment module are: (1) the system is very complex and mixed with many components and varied factors; (2) the components are inter-related with fixed level of criticality; and (3) the system should be structured in a macro level representing the components (i.e., infrastructure, industries, and communities). Thus, among the varied simulation methods, System Dynamics (SD) was considered the most appropriate for this research. SD can be considered as a set of rules (i.e., equations) that defines how the system is being modeled. In this paper, the vulnerability assessment module has been established using the case of Diamond V as an example of SD modeling (Fig. 4 shows a partial model) . A free software, Vensim PLE Software, was used as a tool for the simulation. The vulnerability of any infrastructure would be influence by its physical characteristics, for example, bridge elevation, levee height, and type of material and construction. For example, the vulnerability of Levee Section A which comprised of functional and structural failure could be determined by the conditions of related factors, such as Flood Water-1 and SOGR (Fig. 4) . As Flood water-1 increases according to the rising water for 15 hours, the vulnerability of Levee Section A also increases. However, Flood Water-1 indicates that the flood water overflows at 15th hour and its vulnerability becomes 100% at that point. In sequence, the vulnerability of Levee Section A also gets to the point of 100% at 15th hour. Similarly, the vulnerability of each critical infrastructure can be evaluated through simulation. Each variable (infrastructure) shows its vulnerability change according to the timeline of flood. For example, as shown in Figure 4 , the vulnerability of I-380 Exit19B increases rapidly when Levee Section A fails and the flood water runs on the ground for 4 hours, and it becomes 100% when the flood water reaches the exit at 19 th hour.
Significance of the Results and Conclusion
The criticality and vulnerability assessments of the DSS identify critical infrastructure as well as its vulnerability to flood events. In the response stage, this information can be used for immediate actions to preserve life, property, and the environment. For example, main routes for evacuation can be examined through the vulnerability analysis before the flood water overflows. In addition, the assessment modules will help examine the conditions of critical infrastructure, such as levees, flood walls, and
